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Configure NetScaler Gateway

BEERT .

EWIRTEN X E R 2 Bt NetScaler IREBE{RTZ NetScaler BB,

1. M <https://www.citrix.com/downloads/citrix-secure-private-access/Shell-

Script/Shell-Script-for-Gateway-Configuration.html> TFEHHIZA,

To create a new NetScaler Gateway, use ns_gateway_secure_access.sh. To update an

existing NetScaler Gateway, use ns_gateway_secure_access_update.sh.

2. FHXEEHIA _E1ZE NetScaler 18 #l. ERILUER WIinSCP W 2Rk SCP . B4,

*scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.local:/var/tmp* o

p=3_

« BNfEA NetScaler /varitmp X4 K F6E IR EEE,
o AR LF 174 ERTF. FreeBSD A3Z#f CRLF,

- INRIEERFEIR -bash: /var/tmp/ns_gateway secure_access.sh: /bin/sh\AM: bad
interpreter: No such file or directory , MRRITEERIEH, EILUEREME
XAYwEERE (F40 Notepad++) FRIRHIA,

3. 1Bid SSH iE#EE] NetScaler I&EFHUIRBISITHRME (7€ NetScaler sn ST ORA
'She“') o

4. fE EERIMIARIHIT. R chmod arHATTILR(F,

chmod +x /var/tmp/ns_gateway_secure_access.sh

5. 7E NetScaler ti B {THRE LiE1TE LERIHIA,

NetScaler Boi&EHYZE—1NEl(/zh-cn/citrix-secure-private-access/media/spaop-configure-

netscalerl.png)

6. MAFRIRHIZH. BXBHIIR, BBH TREM.
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HFEMIUERLE XA SSLIEH, RATTE NetScaler _LIR{EBTT

RAEFEER— TS Z 2 NetScaler s B RIFT XM, ZXHRIERIABEE /I varitmp/
ns_gateway_secure_accesso.

7. t)#%) NetScaler CLI, FERH#LAIERSMNIXXHTITEMAR NetScaler sn 5. fla0,
batch -fileName /var/tmp/ns_gateway_secure_access -outfile /var/tmp/

ns_gateway_secure_access_output
NetScaler KB MNEITXHHRRIGT. MRETHDEK, ERBRERIT F— AT,

MRFREFENETE 6 PHAANSERZ—FEH, NntrERK .
8. MIRFAIA W HERE AINTE A

p=3 g

SNRHILEEIR, NetScaler IREITHRBGHEBDEIR/EF/IHELR R Hltt, WREFFED
SHAERMERENEIR, BINNKFREREE,

EEEMEEEM NetScaler % LR BR LB HA

SRR ATEIRE NetScaler Gateway L1 BHIARSZHF Secure Private Access. BE, ZHARS
BEHUTHA !

« I8 NetScaler % FEIIRS 28

« #87E %] NetScaler Gateway FIII B SIEIREM I HREE
BRETRITENDDIZAHRITEE, HEIEBEMXEENERD.
NetScaler [f] X EEARS5 28 LAY B
AN EFHINE NetScaler Gateway ERIARSS2:ET, BAGRUTSHISENTEXE,

tcpProfileName: nstcp_default_XA_XD_profile deploymentType: ICA_STOREFRONT icaOnly:
OFF

B

AINREBAARSS 2% -
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“add vpn vserver _SecureAccess_Gateway SSL 333.333.333.333 443
-Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile
-deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com
-authnProfile auth_prof_name -icaOnly OFF"

EHTERARSS RS
“set vpn vserver _SecureAccess_Gateway -icaOnly OFF°
B X EURSFIEBHENFHAER, 1BEBIH vpn-sessionActions

NetScaler [l X 1512(E
RFERIEBEIRIEREEERIN X RS 3R, IETERIEN, BHERUTSEIRENTE XA
=18

e transparentInterception : X 7]

+ SSO :ON

 ssoCredential : &

* useMIP : NS

e usellIP : X

e icaProxy : XMl

» wihome : "https://storefront.mydomain.com/Citrix/MyStoreweb" - &t AHEILEE
URL

e ClientChoices : %[
* ntDomain : mydomain.com - IIHHFERAFEMESER (SSO) ke,
o defaultAuthorizationAction : JUiF

« authorizationGroup : SecureAccessGroup (IESZ W ARILAEMINEIE, ANERATHE
5 Secure Private Access 18 X BURFE ISR, )

« clientlessVpnMode : 72

« clientlessModeUrlEncoding : i%FA

« SecureBrowse : BEEH

e Storefronturl : "https://storefront.mydomain.com"

« sfGatewayAuthType : 1%

18
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A
AINZIEIRIE

add vpn sessionAction AC_0S_SecureAccess_Gateway -transparentInterception OFF
-SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF -wihome
"https://storefront.mydomain.com/Citrix/MyStorewWeb" -ClientChoices OFF -ntDomain
mydomain.com -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT
-SecureBrowse ENABLED -storefronturl "https://storefront.mydomain.com"

-sfGatewayAuthType domain
B RIEIRE

set vpn sessionAction AC_O0S_SecureAccess_Gateway -transparentInterception OFF

-SSO ON

B X REREBBINFEMAER, 152% <https://developer-docs.netscaler.com/zh-cn/adc-

command-reference-int/13-1/vpn/vpn-sessionaction> o

5 1CA® MAEFHFRAE

793Z#F Secure Private Access fl{FMEIEIE#HHY NetScaler Gateway A FH&EFELH ICA
NAER. EXMIERT, BUAREZEZIEMANN (STA) FHHELES NetScaler
Gateway, ;X= . STA BRZ85:18E 2 Citrix Virtual Apps and Desktops™ DDC ZRE M —EF5

BXIFAMER, BEHAUTER :

« 7£ NetScaler Gateway FECEREZIEM AN

o EIEE - BALZLM %/ NetScaler [l * £ EIFMANH

XFEEHRRE
ELLThRAAR, NetScaler Gateway REMAZRITE . BILHFERAM X LA KRG RE BEIH AR

Mo

o 13.1.48.47 RESHRA
o 14.1-4.42 RESHRA

BRI RN ENIF L N0E] Secure Private Access HE{FiEKR P,
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TEiXLE NetScaler hikA& L, AV X ns_vpn_enable_spa_onprem I§
ns_vpn_disable_spa_onprem [ZA/ZALLINEE,

EoILUERS (FreeBSD shell) ##4TH4 :

nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem

BILETIU T4 (FreeBSD shell) 9 HTTP [B3ABZEE A SecureBrowse B IHIET .

nsapimgr_wr.sh -ys call=toggle_vpn_enable_securebrowse_client_mode
E22H, BEXSITHERNSG S,

FBWIEH X 2 TAEE X, 1BE1T nsconmsg %,

Z7E NetScaler Gateway FECEE feinlaling:, FEIN (7E NetScaler Gateway FECEBE X
& (BERIBRGE) ) o

EFBYBE !

 I1B NetScaler Gateway ] LUBE HIAESHT, BRIBEFETEF NetScaler L&, TEBIEN
HAEE,
* 15701E NetScaler W x L{EF ICA {12, EZ&E NetScaler Mx /5, LEIHEEF#HEA,

ﬁﬂ%uﬁﬁﬁjﬁﬁrﬂqﬂﬁﬁ NetScaler, MR AL HIT—LE R, FIE0, FoIF NetScaler H
B ER E i O LTS,
* If you enable SSO on NetScaler Gateway, make sure that NetScaler communicates to

StoreFront™ using a private IP address. You might have to add a new StoreFront DNS record

to NetScaler with a StoreFront private IP address.

R RFHEM X IEBXHF

WNR/AHW % FToEM Secure Private Access ITEMIAE, MRATURFAER X IIEH _EEF Secure
Private Access $U3EE,

HITUTH B LR RHEMXIERX M

1. LB RPEFTFF PowerShell S epSIR A E Mo

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access
installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access

Security\Admin\AdminConfigTool")

3. TITUATEaT !
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\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl>

<PublicGatewayCertificatePath>

ACE L TXHnE

Secure Private Access IEHFRIEAP RIE L TX (FIINKEFEMIRERS. ERERHGF. HIEAL
E) /3 Web 3 SaaS WARE/FRME_LETXHR (FEeiAn) o

BERUTLUETE L T XIrERERMNE) A0SR, Secure Private Access ¥ L8 E TFXInE
ENRATEWIEAF 21EM NetScaler® Gateway &g (Rif. MFHIIE. EPA) FIZFR,

Secure Private Access fafFrILUEIE Rk (31iZ1E) FEZEFER] Gateway RIZWE BETA MRS,
BXIFAMER, BBRAE AN,

p=—

ZE2AEIHRHEHZIFAI7E NetScaler W % _EEDE RV BN X T8 15 303 SR &

A GUI BB EXIFE
BB T AT R R R a S U TSRS,
1. ERBEE % TS A WIEER
2. IHRETNS AT SRR X SRS S

OB BT X B 218 REE
1. M%) NetScaler X > 5B > FUAIE, SAGEEIHRM,
2. R B REHARBERNEGT. LRELHBIEEEXITEE,

3. EIENKIBIET, BHAFMUCIRIENE. EAILRFIMRERTZS IR, fla, EA—MEERIF
e, RS —TRIEELEIR,

|
4. EERETERPNFMAESR, AERE R,
5. EREAN'H, FoIRARKANEARAAFIERNRBEEERAN.

FRXT R (/zh-cnicitrix-secure-private-access/media/spaop-expression-sample.png)

TEESRT HKE Windows 10 21ER G MM ENRAIRER.
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FXYRIERS (/zh-cn/citrix-secure-private-access/media/spaop-polcy-exp-editor.png)
6. REBIE"

BEEXIFZHES NetScaler FI X

1. S#% NetScaler X > E#IIRSS 8-

2. EBREREMSMNIIERBEAELIIRS 2, AERE WA

3. T ERBEER D, B+ UBEREK,

4. TEEFREIE R, EEMBS MR, HE RFEE hEF IR,
RB&IERY (/zh-cn/citrix-secure-private-access/media/spaop-request-type.png)

5. RSB A T ERBE TR TR,
6. BEHGHE"

FRBERLGBTE (/zh-cn/citrix-secure-private-access/media/spaop-preauth-policy-binding.png)

fEF CLI B2 B E XI5

7£ NetScaler CLI 51T T an R ACIEFNHETNE DI IESRE ©
~

* add aaa preauthenticationaction winl10_prof ALLOW

e add aaa preauthenticationpolicy Windows1@ "CLIENT.OS(winl1@) EXISTS"

winl0_prof

* bind vpn vserver _SecureAccess_Gateway -policy Windowsl1l® -priority 100

AINFHN _ ETXXARE
1. ¥TFF Secure Private Access BIBIEHIE, RGBT HIRIER .
2. RIEBFTRIRTIERI B KR

3. E'MNRABBUTRE B, BEFMEH, AEEFE LETXIRE . “2HkE, ARBA
ETFXHRERFR (Flg0, windows10 ) o

SE R
+ Joz FRRRRF AR 5 SRS

« XFERRMIIRE,
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Configure StoreFront

If Secure Private Access is co-hosted with StoreFront, then the Secure Private Access

configuration on StoreFront is done automatically by the first time setup wizard.
B2, 1R Secure Private Access x5 StoreFront HEHEE, MHMFhHITRLERBEER,
PATUATHZ B UFEECE StoreFronto

1. M Secure Private Access BIEIZTHIE (RE > k) THMA,
2. BHEEEEHITACBERA StoreFront £ B 33 N AV T EIA",
TEHM zip XEaAE—NEEBERA. — README XHH— N BEFIEHA, NREEZHR
StoreFront 1 Secure Private Access Z[BIFVEERL, BILAERBIERIA,
3. @MY ./ConfigureStorefront.psil. 7E PowerShell 64 IS ENAEIE R S0 3E1TH
o
o FEZHMERBEG
« PowerShell IR ITREE AL B N TRFI 3 4" F 885517 StoreFront B4,
« 90 StoreFront ELENE L, ZHALRIFECEF BRI E M StoreFront AR 25

StoreFront BB B 7 R & EIHIENEEBE, BILUTE StoreFront BIEAARE (BERZMEFHIBRE)
hEIZEIEIHNEGEE,

R 7 Citrix Virtual Apps and Desktops™ {12 HI2RECE T HEEHVIZIE, StoreFront BIAS BRI
Secure Private Access BEERGHIKE, RINBER T, ZHASFIE ALEE Secure Private
Access (AAPMSMBILRRAEE > BB -

BERT

o BIXMERM Secure Private Access BIEFF R E FEH StoreFront fIAKACE
StoreFront LASLI] Secure Private Access. 157IM StoreFront EIE2HF R HEECE Secure
Private Access, EAIZAF REARBE StoreFront FHFAERERRE. HISITHIASF
BETTRFI B A ERACE,
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« —/P Secure Private Access I m AT UECETEZ 1 StoreFront B3 L (TLiLER—
StoreFront LB — 1NN EBELE, AR EH StoreFront 3f2&) . StoreFront B UM “I&
& > £/ TIE A

« B[ Secure Private Access 5 StoreFront #£[E#EE, StoreFront BoEiE R LEMNIRE
> £/ TUEIET. BEEEIEE KIKERETH. RN IGE TTEANNFHNBEEE
Ao&E, MAMTEMERAY StoreFront 1B AL LT EHFHB1T StoreFront B4,

{3 StoreFront 2308 = 8 F hi A< B+

NRIEFEABIZ StoreFront 2308 SEFHrAS, StoreFront EIEH Ul ZEUUTERIR- :

o ZeIBFIARFEGFIEEE R XenMobile,
- Z2FEIHIRIRSES URL RETo

« Z2IEMRmOBEERA 80

{&H StoreFront 2311 S S R4S

7f StoreFront 2311 ESkRAA, Citrix Workspace™ for Web & P s A AL LA E 510 M AR
F. XRRANZLIEINBARZIFE Workspace for Web & _EBIZ LB IHRINAER.
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i<t

ECENRER

1. EENRARFRENNLE,

« WTFARNARERF, ERERNATMENER.
- WTFARNARERF, ERERNATMEARER.

2. BNAREFFAERHMIBMAUATFRER, ARRET—%

- NARERFST - ARSI,
- WAEFHER - NAREFNEEED, HETRERERFPHNIERS, EEFTUIE
KEYWORDS: <keyword_name> &AM BAREFIMAXRET. EolUEA X BFIHIENBE

F. BXFER, BEESRREIN X RFIMERR,

- NREFHET - AINERHBEHINBRF BN Citrix Workspace™ Ul 1R RAIZERFF 251
2 (MRER) . BEIUASTNBERFERINFIES, EA Citrix Workspace Ul FEIEL
B35, 79 Web 2% SaaS MAREFIEEEFG, ZNAEFNERTE Workspace Ul Y4
EEHITo

FEHIHERRRE, BEANUANENNAERRNNFES,

BIFHERN RIS R MBI, Fa0, Business And Productivity\Engineeringo It

4, EFEBRXAKNE, BEERMSABRMIIEX T EMRYZER, 20X Citrix Workspace

Ul IR 5N RER 5" F R A RS B ARTE, WiZZEFFERFEFF]

Ho

Ban, NREENBER KR FERPEIRMIT L S AEF=172505H A R Business And
productivity”, M Citrix Workspace AP REFIR T W SHEF17EKFNZH, ERFIH
— N4 9“Business and productivity”BIET 5!

- NRAEFE - 2 EENERUESN AREFER. EfRXGR/NGIN 128x128 &3, FF
BAN3F lco 18TV, MNREREHENT, WEERAIAEAT.
« FEBFRERNABER - MREFEEmAR ETRNARER, HEFIEDT,

« URL - VA 28I URL,
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- X - HXFESRIENBERF URL B1ER. BEGALURINEZHE X AR ER
%, BEEHFFR AR AR MRS — 2 & IR A It R BB A2 e fE D Wk R R A2 e AN E
Citrix Workspace N RIEF Ho

« RRVFA P MRS FRIfIBR — 2 &5 Itk I eT 0 i R B F2 1T %1% M Citrix Workspace T2
HWUE N B2 SRR ZN AR, SRR, MAEFRNEZ EARTE Citrix
Workspace N AR+ ER— 1" HEEBEFETR,

o RAVFAP MNBGESEHRIFR — & &1tk eI PR LIEIT 2 M Citrix Workspace 73 F2 R B YR
N AR FSR P MIBRIZ N ATER

EFLIEN G, NARFIA EAKRTE Citrix Workspace M AEEFARER— M HEMNERE
FTo

WMRIEM Secure Private Access HEHIEMIFRIRIC A BHREIN FBIZRE, MM Citrix
Workspace HBIHGES =R FonfibRiX L B2, 20 M Secure Private Access 25 & HIBRE
B2, WAR=BohM StoreFront™ HfIBRXLEN HiZF. NAERERE | Web NATEFIE
EREY, SaaS N ARREEZE N

3. BlRE, ARBREI TN

TN IRE > NARFER TEEMEEEENNARERE. BXEZRARR, BEHNLEREE
BigiE,

ERTR

AN AR RFECIE 9] SR
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¥ M SR AC B 15 IR SRS

AR ERIER P AP AR AR EAMNARFIAR. 5, EALEERINE 2R
B RAXMNARRFZ IR

1. B BUERER,

2. 71 NARER T, EEEREITIHRRBINAEER.
3. £ AFIARPA - EERMGUNRAPRAFYA, BB FraRe N BIERF 7R,

« CENTERI | R85 7RI HAEASIIPCECR A P SAEF SBiFihR,
o ACEEMEM : FRFERPIIHBAF AN, PrE R P EEER R IFIhIE,

4. B FINRE MIRE L TXARERINGE — A R, XEAFERE NetScaler® Gateway.
5. 1% RAARE, REEENTARIRIEL N RIS
6. 7E RIEHITIUTIRIE o, MEIFIRIBARHTEX A B AR RS ITIN FIRIEZ —
. R
. RS
. $E4IBIA
W RYFSIRIAIE BY, (AT USRI RARA,

- FREBIMGIRIEIR | RN AERSRATUR BN § BI/AE MR

o BRYUFTED : ZXF M Citrix Enterprise Browser RER#1TTENRITHAE,

- RETH : ZRAF NEZBARFREBHIT TN,

- BRI EfF . BRAFENARFRER#HT EETIEE.

- BRKED : TAFRRLETKE, HRTSAFRNARSMITEN 1P i,

- REIRBICR : HLLBRICRSE. SAPSREARARNENERNABRERFN, FrIERRE
HEREICRB LME, k5, BRENARERF LHRTHREEDEHZ IR, UbLLR#
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BIER. B0, @R Office 365 BA T NAEFFRIPHKE, H BB P44 Office 365
Word X1, NIFAERBEHSEREZICRIEI LMNE,

- [REIF=ER . FREAENRRHREFUNARFHERRERENIEE. NRAFP AR
R, WHERZEARR.

AR
RBEICFENREHRRFIGEAT Citrix Workspace™ SEE F o

7. ERBEARTRT, BWARRBHAT.

8. ERREFNBAKE, MRETEFIET, WREBHAREE, MASENBRERF LEFIHRIT
BE, EHEILUBI ERYIHRIT X M 18] SRE8" DI S A 3R

IR ERBE R ek

BIBMIRREEE, BRIABR TRAZARRBDE—MIERRS. ERIUEDRRE IR LEES
K5cho

BEEENAERIERRSHIRE, HEAHETTE. WRIERBAFTEEXHES, NWRFET—
MUFR RS BRIRBIREE, KILSEHE,

ERILOEI E R SE RS P L TRKERR R Lam TR, MMERMLERIRF.

BT R

MZEPIRITEN (Windows 1 macOS) IIFFMERE,

]
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P iR

RigEERENFAAFEE T HHKENMITHRFIR Office365 NAIERF. ME, HRELRFIIE
Office365 N FRIERFHY, WMTEIZN FAER LN 7K ENFNFTENFR S,

R&

AR UTPITUTERF VIR Office365 MATER :

1. RZBPALGEE Citrix Workspace™ [ BFERE KA INIAEIR StoreFront™ FEJE,
2. BRIIEE,
3. BHNAREF AT+, AR L Office365" N AIZRF.

AR MELBICERE) Office365 NAEFERMHIZ K, ItH, MRELAFZHMN
Office365 N T2 TN LEEUE, NaZimAR EniTHIRENE .

Pz

EEAXTMRAFPRETRNEMEENNBEFFSHNKAER. BXIFAER, BEERYE
J& URL JNINE| Citrix Workspace N ATER.
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T2 Hihinl5 Web Studio BYSERY

Citrix Z2FBiFin™ HWEEME Web Studio #ZHIaH, UEAFEERIET Web Studio J5481410)

ZARSS.

1R AMEEE Web Studio 2308 3 E & AR A,
PITU TS BLUUER Web Studio &5 -
1. Install Citrix Web Studio by using the Citrix Virtual Apps and Desktops™ installer or integrated

DDC installer.

2. BRESLRRATRRE. SRSERTMAER BRI, %A DDC FQDN fEjfZfzsi
ko

3. After successful installation, navigate to the folder C:\Program Files\Citrix\Web
Studio\Site\assets\json and modify the content of the spa-config.json file. If a non-default
location was used for the Web Studio installation, replace the default installation location in C:

\Program Files\Citrix with the correct location.

1. ¥f“SpaServer&NIEHN L £ B HREAHHT FQDN,
2. BRBIMEITIEZE,

3. FEMSMFER, RE RE2TABE UMNRETEEHRRZET BhNEERER S,
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RZE2MFINREBENES

A Secure Private Access R AR UEBENESE, LIRS AY. SFHEMNaT B, &2
WAKBERE ()40, #id 5000 NEF) 2BEIRIIAY Secure Private Access T 5o

WNRIVIETE(ER NetScaler X 13.0 3¢ 13.1 hrkEK, ERNZPRRAS N 48.47 ER, BINENZE
F.Eif85 StoreFront £ELHITIEE,

IBZE2MBHETHR
. RFORSIEHLS, B EAEL, BEA RERSWEHAS,

o SSFREMENEIET SAINE) Secure Private Access s, B XiFAER, FEF @I MAM

BihSiIGE Secure Private Access,

« 7ES Secure Private Access T =H, BEEMERBINIRSSI[IER, EBFE L AL FEERL
s 5 fa Eit9%as FQDN [TEg,

I EARECIE

Secure Private Access BEIKERERENAEHIHIERLEE K, WNREER NetScaler® {EARAE
Bgs, EITEMUTED :
« Secure Private Access k55 (SZIEBEFEITH) 2TREH, RLAREEFAM,
 BINZ2IEIHRARSZ A HTTPS 517, EXHIERBFIMER, ENTEIUEZE RN HTTP,

o ¥ SSL EN#EE SSL #7#%, RULAIUERERIAFHS%ISEE, A SSL &R, 1BMR1E
£ Secure Private Access T =L EMEBIRARSZZFIEH, It4, IEBEAR AR EREA
% #F (SAN) A5 1 H39%28 FQDN PLEd, Lth4h, HAEHRHITE RS PEIE SAN.

o AESEER (H)U0 NetScaler) EBEBTFEIRRZSBHVIANEEMES (FENER) o NREHND
FZ&H# Secure Private Access BRESESECEBE T HTTP WBEENX A2 (GENIZS) , ATLUERIL
Timm -

/secureAccess/health

FURRPE R, -
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Http status code: 200 OK
Payload:

{"status":"OK", "details":{"duration":"00:00:00.0084206", "status":"0K"}}

B XBCIE NetScaler HEIGEHRFMER, BEREERNHITE,
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TR EEESMIGE

Z 3 Secure Private Access fa, ERIMUMIE TIHERIZE,

L

ZEWLE, EUINERZENENNEERRKAERZEMEINREEZF S

BN AR IR B

@A LUEE Secure Private Access & B NN FAIEFESIR, NAERISRSIE 7B HE X5
URNARERRENEBEA (AERHAD) .

1. B gl > NAEFE,
2. MNRFE, EAUBRHRIBENF EERREE,

EEZEAFHENEERR

EEI UM IGE > BEEA MEEEEERYRHMNITIER, BXEZE Secure Private Access FIE
BRFRT TR, tEERMETUNEMEERERRNIFIEES,

EERILUAINEERRA, UENZEAFHIFEEERERILENER,

H

. £ BEA TEP, B A

£ 38, SRS TNINILEESIBYE.

. £ APSARYA F, “EAPSUAFFERAE.
71 BEGEE b, EENADECLS AP RIRRSE

N

w

N

Update StoreFront™ or the NetScaler Gateway server details
after the setup

After you have set up Secure Private Access, you can modify or update the StoreFront and

NetScaler® Gateway entries from the Integrations tab.

1. BFIRE > £/l
2. BEEERMRESIHNRERLR, AEEHXE,
3. AEREFENR, UBERFEIEREHEEBEN.
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NS Secure Private Access ZFZE7E 5 StoreFront FREIMIIREZ B/KITENIGE L, BBABESH
T & StoreFront 12HAVIAN 4, HRFETE StoreFront I EARSETT,
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| P 4

WE. 203

B RREHREENERETSNAEFEHN. NARFKERERSHEXNEE.

EANEEMRMNEHAEXREEERANEER, EMREZENXRIRPEENER, BIE8
T+ SEERPRMI. EILFAFBESEN CSV .

IERIER TR (ERIFER) KMBRER.

[

I THERFERPITERF ), BRI TEHH—S AL IENER,

« AP

. 25

o EER

« R

« EXZID

. FER

LUTFREUBRTFMRLEF BEMREGRITERRY 9IS R SR P E RS E /T
o = BT ERSERZ ML H SRR,

o 1= BT ERAESIEERHNE SR,

o ~ BFEREOICERERZ G B E/ERE,

o I~ ATFERATSELEIETE RGN AE/ERE,

BN, EELUE I IR FERPERF RS Event-Type = DSAuth SRIEZRE4ZEA“DSAuth”,

@1, BERRTDILERNERERBAF, 1BERFATE User-Name ~ operator, IHEERRSIH
FREAERNERER AR %, flil, AtigiER . “EERRIER"

EAIUERES ID BREEINEMHEXNAERE. F55 ID XEXILIEIEKHIFAA Secure Private
Access B, —IMNAREFIFRERAUERZSTAE, NEREIEFR, ARENAEFKRE,
REENAREFLRNEAS. FIEXESHEHRIERECHAS. £5 ID BT XBRAAEXERE. &
RILERESS ID I EHREE, UERERENRERILIIIEKRE XA B,
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FAERYPHNERFAERERET T SR E N RN X AN BIZFTIRUAR 5% R X BXRY
E X5
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N —ERE N EIRHET T ERERR

ATEHH|H T IRIEIRE Secure Private Access YR ESB | 1Y — LR,

IEPIEIR

AR Q2R
BINIEE R

NFER X /[E1E M X &

2B MIRRSBEAATE

IEHHE X BUTEIR
TR | AL AN X RS BIRIGES,

HIRZ AN NetScaler® Gateway #iiitH B7EREGERE IR, SHEMILEIRER,
It BB RETEIG & Secure Private Access BISX7Ti8 B GBS BN &4,

BRI - U5 Citrix BRIV AN KE BRNGVEHM X IER.

BUERF 2 TH 1%

- SHIRHR | QIEBUEEXK

RAAR . WTFEDER - IHENHNTES READ. WRITE. UPDATE #XEFBETE SQL Server
EWBBEEFOIER,

- SHIRHR | IEBIEEXN | BUEEEFT,
tEsEIRE R A Re M E U MMEIZ RS,

o INREAEBIEEFNERE T B ICEED,

- NREERIEECIREIERE, NIZBEFELMRELIERE, NMRBIEEASEHERE, W
RER HI L EEIRTE R

FRRTR IR E— DR,
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o fREEY Secure Private Access HERMBERMNIL A EINIRE, EXMBERT, UsiEE
BIBHEER WA ER.

BRRFBR | B AF o RREUERE,

o MEFBIERANAFHIRERIEE B3t kEKEF NETEE FHERE) , ARE
SN BEEE R, EERERNERRN. EXMERT, SITHANERIZ T ERK
R,

ARAE . mEmRG S, AEBRSITHIAR,
o ZITBANRETE SQL Server ERIBBEEFEIEFRE READ. WRITE. UPDATE BB,

RAR BN LERENIR. BXIFAER, BEHREBIEEFFINR,
- FHIRHR | QIEBIEERW | ERRW
BRI :

o NEBEZNHENSBIRFENMSSERE, IR SQL Server is R AE LB TH,

o WNRMEAITFE SQL ARSES28, 1BRZE SQL FRE2RZ2E B EM Secure Private Access &R
517 Domain\hostname$ BEE F %o

o JNRFERITIE SQL Server, BHINTENZMENEKERNAE, BRGAEERAE,

o WRFEAAM SQL RSB 2: GFREREFBW) , 1BKE NTAUTHORITY\SYSTEM BBF 2
BN EZER %,

StoreFront™ (& K2 iR R

o SEIRHEB : kBEN <Store URL> I3 StoreFront B

N2 StoreFront ZEHAAN, BN KB EMFEHEN]. FEHRFIKE Secure Private
Access 5, Al IREBIEINE4R4E StoreFront B, 18 FAE IR StoreFront 5
URL,

BRI :
a. B gl AERLRKIEDF,

b. In StoreFront Store URL, add the StoreFront entry if it is not visible.

o FEIREA : KBEXN <Store URL> [Ci& StoreFront £&H

BRGE
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a. AJBETETE PowerShell $11THRE&EFRH, i=1T PowerShell fIZA#r Get-ExecutionPolicy
LEREIFALE R

b. MIRZR, EHMEHI UERHIHFENETT StoreFront BLER A,

c. BEgE", AREREHREETF,

d. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

e. BEHEILEE URL 5089 FTEHMA 25, HERE THERN StoreFront 891+ E Y EUEIE RN
FR3Z1TItE PowerShell A, LEHIZAAIRTERRE StoreFront 184 _EIETT,

=

MNRFEHEHEEIXLZE, 15HR StoreFront B EH&%E % /9“Secure Private Access’HY
B (StoreFront > F&[E > 3Z{J#24I85™ -> Secure Private Access) ., HIR7F/E
Secure Private Access, BMIBRIEEZEE. MIKE>"SE/TTEF o FEHFHBITHIA,

- FHiRER | StoreFront ECEAREAMAY, EATF : <Store URL>

EAMRFIZE Secure Private Access f&, ERIUMIEE R FRIBEN X %B. 18 FRLEILLTE
IRHY StoreFront JE URL,

RARAR .

N5 StoreFront x5 Secure Private Access ZEER—&ITEN L, MWESHIMILRIE, EA20
E& % StoreFront BYITEA_EFah5E1T StoreFront EEiE,

a. BEHEgE”, REREHEM TR,

b. 7E£StoreFront BZFRE URLAF, iR%| &4 IR StoreFront #Ilt$H,

c. BBHILAEIE URL Z0 THMA %, HELZE THERN StoreFront BYITEN _ EUEIE RN

FR5T1TItk PowerShell Iz, LERIAAIRTEFRE StoreFront it &A1 Ei&1T,

p=—

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell
window with admin privileges and then run ConfigureStorefront.psl. StoreFront script is

not compatible with Windows PowerShell (x86).
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» Error message: "Get-STFStoreService : Exception of type
'Citrix.DeliveryServices.Framework.Feature.Exceptions.RegistryKeyNotFoundException' was

thrown." while running StoreFront script using PowerShell.
L 1T x86 FAHI PowerShell & OHIE1T StoreFront BIAREY, R&ELEHIR,
BRAAE

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell window

with admin privileges and then run ConfigureStorefront.psi .

FERA X /[O]3R R X AR

FIRHA | kAEN <cateway URL> BIEM XH 5 KEEAN <callback Gateway URL> BIEE[E]
B X8

BRGE

B P RERFERI A H X 3¢ [E1IEMN % URL, ERMRSIZE Secure Private Access f5, ERIAMNIE
BEDEREM X %8,

1. BHgE", AREHERMETF,
2. BHTAEHRERYRTR X 3tk ag[E) A X ik LUK BB 1P #oditk,

ZEMBENRRSHRITEI

FEIRER © KEEEET IS b, KRBEEFBTN IS it
fRRFR :

33 Internet Information Services (I1S) FRN BIEFM, HUEUTNAEZF ST EEMHIEE

BT
- REIENIREITR
- ZENFIHEEED

BIEKMEEIA IS U5 "Default Web Site" BHEEMNHFIERETIT.

BB ERNERW

HIRHR | EEOERN
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BIEEEBENE RS MERMEN :
- BUBRERS BT HAIERE T EM Secure Private Access $@aEEMNIFIR,

RRAR . KWEHMEERTHATHIEERO (BiAKO 1433) o
« Secure Private Access HF ENZRE EIER BB ERINR.

RRBRE  FEE R B R SQL BHEENR.

M X ERERERY, RERMRFLIES
HRHR | RERRERY, HETRHEIRMXEELERN. TEREAHIES..o
PRRITR .

- EARETEFFM X QNEH _EEE] Secure Private Access ##EE .

o UEIERMNPRITF PowerShell i SIRATE o

» Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access
installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access

Security\Admin\AdminConfigTool")

7,

- SETUTHS

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl>

<PublicGatewayCertificatePath>

R T2 BRI

Y05 StoreFront URL I NetScaler Gateway URL 2 ZEEFRIAT (), NN BEFKREEIHREN AL
= T %,

RRFR .

Delete the trailing slash in the StoreFront store URL or the NetScaler Gateway URL. For details,

see Update StoreFront or the NetScaler Gateway server details after the setup.

HAhr) &
eif <o R SR RTEIE (A 2 G )

BITUTH B LIBIEE Secure Private Access 2B iFal .
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o UEEANPRITH PowerShell i en HiRR A& Mo

» Change the directory to the Admin\AdminConfigTool folder under the Secure Private Access
installation folder (for example, cd "C:\Program Files\Citrix\Citrix Access
Security\Admin\AdminConfigTool").

o BITU TS !

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

Z2FBIHIRI SQL BURRFNER

T BEaEHEERZE, Secure Private Access flft NN E B IER D BHEEH € 2 BEERAH
PR

ITTERUERE
BHRITUTE R, UEEZZSIEREINR.

1. fEFA%MMEE CitrixAccessSecurity<Site Name> BIE—NZEHEEE, Hf <site
Name> TBLZEIBIHRINLER%IT, (B0 : CitrixAccessSecuritySPA) o

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. 79 Secure Private Access EEIWBIITEN B4 E)E SQL Server EF %, Hla0, WIREN
Secure Private Access fRIBiTENLIIE HOSTL, HEHIEE DOMAINL, NIHENESHE
"DOMAIN1\HOST1$", MRERLECIE, NMelUZBEILLSE,

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAINI\HOST1$] FROM WINDOWS
AILUERA U TEISEIES !

SELECT DEFAULT_DOMAIN()[DomainName]

3. ¥ db_owner A& ECLE 1T ENATIR,
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1$'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;
AHEBIRRE

BHRITUTEE, UEEAMBUERERINIR.
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1. BOIBE—ZEHEEE, HEMBLHEME citrixAccessSecurity<Site Name> PRENXHIIEE,
7EILAL, <site Name> FEfUHYR Secure Private Access FYIL R Fh, (40 :
CitrixAccessSecuritySPA) o

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. A NT AUTHORITY\SYSTEM AP 6% SQL Server ER%., MRERAECIE, NelUZRIL

T’
USE CitrixAccessSecurity<SiteName>

CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS

3. MBUEEFIEEABDELANT AUTHORITY\SYSTEM A F,

USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

HIEFohIERIREERN, THHBUEENAZFRAME T ENARR,
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REWEHREE

HEHERR B BTN E A H RTE Secure Private Access $IBEHZ1E 00 KXo MRABEBHTR/IK
(FI4NiEBIE 100,000 %) , ERILUMIBRETF 90 KWIAE®K. BAERT, BERMELS 12 /)\EHEIT
—R, BLHETNRSEFEN, ZELBAET,

BE XS EHHR HENREILE

HEBEEET Runtime FREBIZEE 4K HRY appsettings.json XEH#HTERE. EAUEERE
FRE R RIFKIBEEF A FHENEERERIGEFE, BIEFEEN appsettings.json XHFFHILLT

e

FOARRIRES :

"TroubleshootingLogs": {
"CleanupPeriodInHours": 12,
"CleanupDataOlderThanDays": 90,

"CleanupOldestDataIfEntriesCountAbove": 100000

BRRFE, FREFERLBEUTRE !

BVRE 7 XMBEE, & cleanupbataolderThanDays &EHN 7

BERAETRHAVEE, 15/ cleanupbDataOlderThanDays IZEN 0o

ERAET ISR, 150 cleanupOldestDataIfEntriesCountAbove I&EA 0.

MNBRXHMEEEIREN 0, HEUMER cleanupPeriodInHours IZEN 0, NHERKARF

j=va)
EHo

o REEILRF cleanupbDataOlderThanDays I CleanupOldestDataIfEntriesCountAbove
#IKEN 0, TIF CleanupPeriodInHours IREN 0, RAXAIEERSEN 100% BIRLE
FERR#,
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o BEBEMERMAILUBIEN cleanupPeriodInHours ZXEFREX,

#NER Secure Private Access {ENBFESSE, NMMESNEHET RPERXLIRE, R
HISEARITE, NEESRIMBENSEFNFM L.
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B S N B

ol 6y p

= MEIRBTE Secure Private Access BUEEEME 3 1N H. & 30 WHIT—RKRZE, LURFIFEERE
BYIE M EHE

Pz

TITR RS ST F BEAR A& N BRI,

CDF B&EB

CDF BHETFHETE Secure Private Access BEITENL L, fiIF Admin 1 Runtime ARSI RRE 4K
. CDF HEM .csv XHERREFR, SNXHHA/NREN 10MB, Admin fRE—R&EZAI{RE
90 1™ CDF BHEX Y, ZEaMR&IBIX 4, ReIE#HH COF BEXHELZEE, Runtime AR
SHTEARE Admin BRSHER, B—XAIREEZXH, &% 600 1T

CDF HENBEXRE

CDF BEFRIER@E Admin 1 Runtime RSB HIZLEN 4R FH appsettings.json XHFHITRRE. E
BEHFBIXEARNFIHEAERS, 1EFEF appsettings.json XEFBIUATEE -

"CdfFile": {
"fileSizelLimitBytes": 10485760, // 10 MB

"retainedFileCountLimit": 600
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MRABRIZE T ZIMREMNEIHREM, FEESERENAIHRREN S LEHHAT COF
JBIERY appsettings.json X1,
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HE Z2FFihR

Rl UNEHIENR > B > ERMIhEEENZ, Secure Private Accesso

1. %&#F Citrix BRINMANKEE™ 7 2308 - Z2FHIHA,.
2. BBTRENE,
3. BRIBRE LIRIERIE, FHemEH,

Pz

MRZEEHRANRERRECTH, WEHHZ2AEIHRZE, ENEEEFSTE
StoreFrontScripts.zip X1, LM StoreFront fZHEEC B P IR L £ FL B 5 R

ET#; StoreFrontScripts zip X1, BRIBUUT S BIR(F

1. BERLLAEIHNEEZHIE,
2. BiNGE, AR TEMETFE,
3. 1£ StoreFront 77f# URL 2345 A g s TEIAS,

M StoreFront FEIEECEFRHIRE 2B IH AN

HEHEZLNEIHRGE, EHHM StoreFront FEIEEREBEHRBRZEIE HEEY,

1. &R StoreFront FRITERYITEML,

2. IBSVTEHKN StoreFrontScripts.zip I, X HBREESIEEFAHNEN,
3. f¢ StoreFrontScripts.zip X EERETRFENE N MHFA,

4. FTA—TEHEERNRAY PowerShell &

5. BT TS :

cd <unzipped folder> .\RemoveStorefrontConfiguration.psi
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Secure Private Access 2311 compatibility
with legacy versions

Secure Private Access 2311 is incompatible with the legacy versions. NetScaler Gateway must be
configured using the new script as described earlier in Configure NetScaler Gateway. No
configuration is required in the Citrix Virtual Apps and Desktops delivery controller for Secure

Private Access legacy versions.
MIBRR AT E] 2311 WREAEBBIEUTAR -

« £H Web/SaaS MAEFH BARELIN AMERE 3 I1EH 28
« J¥ Citrix StoreFront™ B AKINEZE, IE StoreFront _EBIEHT N &S
o MARERM X

BN BRI A S E 32 88 B

£ Citrix Virtual Apps and Desktops {31225 L IR EFB RN B2 vl UL Fohifl bR 5
PowerShell BIZ<fiIFR-

Fnp:
1. ¥TFF Citrix BB I{EZE 3§ Citrix Web BB IT{EZE,

2. BHNARER,
3. EENARERF, ARESL, AEEEBER.

fERREA
1. BEETU TS IRENEAIRY Secure Private Access MR -
Get-BrokerApplication -Description "KEYWORDS:SPAENABLED"

For details, see Remove-BrokerApplication.

2. WIENAREFRE, ST e o RFEMIER |

Get-BrokerApplication -Description "KEYWORDS:SPAENABLED" | Remove-

BrokerApplication
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Citrix StoreFront cleanup

IEE] A BIERTRY StoreFront 77i#, eI LUEIRMAEE,
« BIEEFAY StoreFront 771 : IEM A Secure Private Access 2311 Bl #HH StoreFront 72,
R 77 BRRACIZRIINE StoreFront fFiE5 2311 FHRB. XEERACEE X RIAVHEEF IR,
- JBI2IA StoreFront 77f# : StoreFront ERIIBE#E I UF o ERRFERAMAFE, B2, &
ZHh Secure Private Access T3 2311 MR EIRTUEE StoreFront £ EIE#7E(#,
Fop
1. Find and remove policy.json (e.g C:
\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser\policy.json).

2. Find and remove folders SecureBrowser (for example C:
\inetpub\wwwroot\Citrix\Store\Resources\SecureBrowser) and Resources (for example C:

\inetpub\wwwroot\Citrix\Store\Resources).

3. Remove the "route" node from web.config (you can find it in C:\inetpub\wwwroot\Citrix\Store\)

with the name "webSecurePolicy" routing to the URL "Resources\SecureBrowser\policy.json".

4. EFEDH Internet FRARSS (1S) BFEESR_ERIRIARILG 22515 UM A ES,

e

1. M <https://www.citrix.com/downloads/citrix-secure-private-access/> FERIZ,

2. S _E{£%3) StoreFront i+ E 1.
3. 7£ PowerShell RIUAEIE G B DiT1THIZA,
4. WIARFEEEATT.

The Script removes the C:\inetpub\wwwroot\Citrix\Store\Resources folder, subfolder and files,

and updates the web.config file.

5. EFET) EBRRMERRS (1S) B LRRRIAMEL 255 UV A BN,

REFHF X FE
NetScaler [l X EE#IAR 335

N IBARAEIEEY NetScaler % RE#ARSS 257 &= & F§F Secure Private Access 2311,

o ZFEHIAE NetScaler WX, 1B5ER BFHIEAE NetScaler [ %o

- BRZEHBY NetScaler %, 2R A& NetScaler [ %,
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RIERBETIRE
HIBRACIZEMNSIEFHIRFIRERI LLE Secure Private Access 2311 E § £/,

« ZFEFHIMBEM NetScaler W x RIERBEARIE, 1BSIH NetScaler [ x 21EIRF,

o EREH NetScaler X, 15EIR ECi&E NetScaler [ %
ZHIAE SRR T LR ENRIERIR/IZ(E,

AN X BYERES

£ NetScaler Gateway £/ |HARAEIZRIIRAEREE RTBER T Secure Private Access 2311 HRE&FH
HRRTRAR.

IEA AT U R BB IR IR AR BS

o FohfRBRYBE NetScaler Gateway _EF{ERAIAA R BRI IEFNIZANAE R AVIRHERES, EXMIER
T, HEREIUES EH,

o MIFRXLERINREE,
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B=HBARER

Citrix Z2 B8] (AHERZERR)
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